Community Development Committee
MEETING AGENDA
Berryville-Clarke County Government Center
101 Chalmers Court, Second Floor
Main Meeting Room
Regular Session
June 28, 2021

9:00 AM

Item Page
1. Call to Order
2. Approval of Agenda
3. Unfinished Business
Discussion: Town Website
4. New Business
5. Other
6. Closed Session
7. Adjourn
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CivicEngage® Website Hosting Security
Package Comparison

. 5 DDoSAd d Securi Platl
Hosting and Security Included | PromcoaUpgeade | Security Upgrade

Azure Hosting

Web Application Firewall

OWASP ModSecurity Core Rule Set
FedRAMP, PCI, DSS, NIST and FIPS
Compliant Virtual Machines and
Databases

Reverse Proxy Server

SSL(TLS) Certificates

Available for
purchase
Server Management + -+ +
Software Updates and Security Patches + + +
Antivirus Management and Updates + + +
System Monitoring
24/7/365 24/7/365 24/7/365
PV S - ‘ | DDoSAdvanced Securit ! Plati
DDoS Mitigation 3 . } Included | P;otec‘:?on]:l}pgrggrel v Securiiy?l‘;}rgnrade
Defined DDoS Attack Process + + +
Identify Attack Source + T +
Identify Type of Attack +
Monitor Attack for Threshold* i
Engagement
If Threshold Engagement Occurs, e
Offer Options®

DDos Attack Mitigation

www.civicplus.com cp I CIVICPLUS



Performance and Bandwudth

Server-Side Caching

Regional Content Delwery Network

Bandwidth Usage

Burst Bandwidth

Disaster Recovery

Emergency Support Live Agent {24[7)

0n]me Status Momtunng

Event Notification Emails

Guaranteed Recovery TIME Ob]er:t ive (RTO)

Guaranteed Recovery POINT Ob;ecuve (RPO)
PIEEmpUVE Momtoring for Disasters
MuItlple Data Centers

Geographh:ally Diverse Data Centers

Insights

CivicEngage Security Analytics Module

Client Cost

*DDoS Attack Options

Option #1: Site Off-Line

+ Site taken off-line
+ Statuscheck traffic at eight-hour intervals during business hours
» Traffic belowthresholds = site taken back online

« Trafficabove thresholds = site stays down, and monitoring continues until
traffic falls below thresholds

www.civicplus.com

EN-1032-052720

S i R s e T i

DDoS Advanced Security Platinum

Included Protection Upgrade Security Upgrade
+ -
+ +
mem‘:q,'! o) Unlunited Unlimited
22Gb/s £45Ghfs Azure (variable)
‘' DDoSAdvancedSecurity | Platinum
Included i Protection Upgrade Securlty Upgrade
+ +
+ +
+ +
8hours 8hours 2hours
24 hours 24 hours 1 honr
+ +
+ + +
+ + +
! T
H lvanci uril H inul :
: Included " ProtectionUpgrade = | Security Upgrade :
i | DDoSAdvance rity atinum !
Included ; ProtectlonUpgrade Security Upgrade '

52,0 one-Lime set-up,

month, quartedy S£,725 annnally

contract

Option #2: DDoS Advanced Security Protection and Platinum Security Upgrade

« The site can come back online after setup is completed, additional
chargesapply

**Thresholds
+ Traffic exceeding 25 Mb/s sustained for 2+ hours

+ Traffic over 1Gb/s atany point during the attack

#*#per Domain, Per Site

&p | CIVICPLUS



Paul Culp

From: Paul Culp

Sent: Tuesday, June 22, 2021 9:49 AM

To: Diane Harrison

Cc Keith Dalton

Subject: RE: Web hosting services from CivicPlus

Megan's answer: “The level of service that you have now is the one that says ‘included.’” { have also quoted you the SSL
fee as that goes hand in hand with security since it’s your certification for your domain. You will also have this same level
on your new site if you so choose to purchase a redesign (uniess you choose to upgrade the hosting and security options
as noted on the sheet).”

Paui Culp, Town Cleri
Town of Berryville

101 Chalmers Court, Suite A
Berryville, VA 22611

(540) 955-1099

From: Diane Harrison <dharrison@berryvilleva.gov>
Sent: Tuesday, June 22, 2021 9:33 AM

To: Paul Culp <townclerk@berryvilleva.gov>

Cc: Keith Dalton <townmanager@berryvilleva.gov>
Subject: Re: Web hosting services from CivicPlus

| need to know which one we are under. [ am assuming it is the basic one?

From: Paul Culp <towndlerk@berryvilleva.gov>

Sent: Tuesday, June 22, 2021 9:08 AM

Cc: Keith Dalton <townmanager@berryvilleva.gov>; Christy Dunkle <planner@berryvilleva.gov>
Suhject: Web hosting services from CivicPlus

Dear All:

Keith asked me to inquire regarding what CivicPlus includes in hosting services. They have sent me the attached
document.

Best regards,

Paul Culp, Town Clerk

Town of Berryville

101 Chalmers Court, Suite A
Berryville, VA 22611

(540) 955-1099




Standard impiementation Package - Price: $6,773 (one-time fee)

STANDARD WEBSITE EXAMPLES {These have been updated to the new designs since we last spoke) - https://cn-
design.civicplus.com/153/Standard-Website-Examples .

* FIXED layout — Client chooses one of five greset layout options,

* FLEXIBLE design — Creative customization of the selected layout with specified color palette, logos, and

_ Images.

s Contentt QC - Ensuring that content Is congruous with new design application. No changes or edits in

content wilf be made.

Premium Implementation Package - Price: $12,635 (one-time fee)

PREMIUM WEBSITE EXAMPLES - http://co-design.civicplus.com/154/Premium-Website-Examples

* FLEXIBLE Layout — Client chooses options from Premium Layout Library with more than 1,200 possible
layout configurations.

° CUSTOM Deslgn — Quality custom design and personalization enhances selected layout configuration.
* UPTO 1 Advanced Deslgn Component*®

-

» Content QC - Ensuring that content is congruous with new design dppﬁcatlon.-Na changes or edits in
content will be made. .

Aleng with purchasing a one-time redesign now, you also have the option to add-on a Recurring Redesign, which can
give you the option to refresh your website design after an extended perjod of time (3, 4, or 5 years),

3-Year Redesign (optional)
Standard: 51,845
Premium: $2,948

4-Year Redeslgn (optional)
Standard: 51,384
Premium: §2,231

5-Year Redesign {optional)
Standard: $1,107
Premium: §1,769

L
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